Abstract: Direct trust relationship is the foundation of research on the indirect recommendation trust between agents and the global trust degree. In view of the lack of analysis and attention on the direct trust in the current research of dynamic trust relationship, this paper proposes a minimum variance time sequence weight based direct trust aggregation algorithm which is constrained by the fuzzy integration operator orness measurement level. The algorithm introduces the concept of agent reputation, elaborates the evolution process and the law of the trust in the process of direct interaction, and further characterizes the complexity and stability of direct trust relationship. The simulation experimental results show that the model has a good dynamic adaptability and scalability compared with the conventional model.
INTRODUCTION

Research Background
The theory and technology of dynamic trust management is a basic research task of trusted computing technology [1] [2] [3] . Many scholars put forward a variety of dynamic trust relationship prediction model in the open environment based on the mathematical methods and tools which used to describe the uncertainty phenomenon [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] . These models reflects the dynamics, complexity and uncertainty of trust relationship from different aspects, which makes people understand the nature of the dynamic trust relationship, and promotes the research and the development of related theory of trust relationship effectively.
Social psychology study indicates that, trust is a complex human psychological activity. It is necessary to get the final result through the together work of a variety of factors. Trust is the future in the past. The past is certain and invariable, but it is not well-founded to use the trust to inference the unknown future in the past. It is filled with certain uncontrollability and risk. Usually, trust can be obtained mainly by two methods the direct and the indirect [18] . Most of the existing models accept the importance of direct trust. Only when the direct trust evidence is insufficient, it could use the indirect recommend information to judge, but the direct trust relationship is the foundation of indirect trust relationship. It is impossible to speak of the indirect recommend trust without the direct trust relationship. However, various scholars' researches are obviously insufficient for the direct trust relationships between agents.
(1) When there is no direct interaction experience or recommendation trust, initialization trust is the key problem *Address correspondence to this author at the 2 South Taibai Road, Xi'an, China, Postcard: 710071; Tel: 15829682236; E-mail: liqiang@xsyu.edu.cn which directly affect the subsequent trust judgment. The existing models do not have deep analysis and discussion about trust initialization problem.
(2) It is likely to lead wrong judgment if we direct to make the simple aggregation or assume the distribution probability of some typical because of the evaluation of trust satisfaction degree which produced by the previous experience is left in the complex distributed dynamic environment, the inter behavior and the number of interactions of both sides of trust relationship agent is difficult to determine, the distribution of trust evaluation data is difficult to predict, and the variance size is uncertain.
(3) The existing models have no further discussion about the essential characteristics of the direct trust after the aggregation of historical trust evaluation data, and have no clear conclusion of the relationship between the dynamics and the stability of the agent trust relationship. This paper solves the above mentioned problems by researching the connotation of the direct trust relationship between the subject and the object. First, it discusses the initialization problem of trust, puts forward an aggregation algorithm of direct trust based on the weight of minimum variance of time sequence under the constraint of a fuzzy integration operator orness measurement level, then it discusses this algorithm in detail, proposes some basic ideas and validates them.
Related Research Work
Since Blaze and others put forward the concept of trust management at 1996, trust theory research has gradually become an important research direction in the field of security. Nowadays, in the existing trust relationship models, few scholars focus on the research of direct trust relationship in the study of these models.
(1) Direct trust issues were seldom mentioned in models, but the first interaction trust relationship of entities were established by direct recommendation trust. For example, the PTM model based on evidence theory proposed by Almenarez et al. [5, 6] . The trust model based on vector mechanism put forward by Hassan et al. [7] . The trust model based on the theory of the half ring proposed by George et al. [8] . The trust model based on entropy theory proposed by Sun et al. [9, 10] . The trust model based on cloud mode proposed by He et al. [11] . Dimitri proposed the model based on Bayesian network model and used the Kalman information filter mechanism [12] . Claudiu proposed the dynamic trust model based on the reinforcement learning method of machine learning [13] . The dynamical recommend trust model based on the normal distribution of the Bayesian formula proposed by Shao et al. [14] .
(2) Some models portrayed the direct trust relationship simply, but lack of the discussion of the dynamic adaptability and affect the practicability of the model. For example, a trust model based on fuzzy logic proposed by Song et al. [15] . A trust model based on fuzzy set theory proposed by Tang et al. [16] . A trust model based on the theory of fuzzy relationship proposed by Yu et al. [17] .
DYNAMIC MODELING OF DIRECT TRUST RE-LATIONSHIP
The dynamic of trust relationship mainly reflect that trust is a evolving relationship with time [18] . This uncertainty should be presented by the modeling of trust relationship. For some agent, an agent is credible, but for other agent it is likely to be completely unreliable. The relationship evaluation of direct trust is produced by the interaction of two agents is characterized by its complexity and its variances are difficult to predict. These are determined by the complexity and uncertainty of the trust relationship in the dynamic distributed environment. So using statistical method model for the trust relationship directly could lead to systematic judgment error.
For the trust evaluation data, using the non-statistical analysis method to model is consistent with the essential characteristics of trust relationship. Non-statistical method is different from the classical statistical methods. Its theoretical basis is no longer the law of large numbers and central limit theorem. Generally speaking, the reliable determination of the classic statistic is a large sample data and it obeys the typical probability distribution. But non-statistical method does not have special requirements of the distribution of data and the size of the sample, and the processing result is consistent with the classical statistical method in the case of large sample and typical probability distribution.
The Initialization of the Direct Trust Relationship
The trust relationship initialization of two agents is finished by the direct way or the indirect way [4] . But if any agent lacks understanding of object, main body cannot get any information about the object. So according to the maximum uncertainty principle, the trust degree of the subject should be 0.5 to indicate that the trust of subject to object is uncertain.
However, the social psychology experience of the trust relationship tells us that if an object comes from a trusted environment, the credible degree of main body will be improved greatly, and vice versa. So, by assigning a trust degree that bigger than 0.5 or less than 0.5 will be more in line with behavior habits of people. This way seems simple but will promote the rapid convergence of system.
Another case, when the object of trust has never interacted with other subject directly, but has interacted behaviors with other agent, the trust degree of subject to object should be assigned a value as close as possible to the object of reputation. The trust degree of object is estimated the trust degree of subject to object and completing the initialization of the trust relationship. The reputation of object is an inner attribution. This paper will be discussed in detail in subsequent.
The Dynamics Modeling of Direct Trust Relationship
First, the definition of direct trust relationship and direct trust aggregation algorithm is given. Then, the dynamic of trust relationship is further analyzed.
Definition 1: (Direct trust relationship)
Direct trust indicates that in a given context, the trust of an agent is based on the historical record of interact with another agent. In this paper, DT (e i , e j ) shows the direct trust of agent e i to agent e j and denoted as DT ij . The value of trust space is defined as DT ij ∈[0,1]. e i is called the subject of trust, e j is called the object of trust.
Definition 2: (Direct trust aggregation algorithm)
Trust evaluation collection DT={DT ij (1), DT ij (2), DT ij (3), …, DT ij (h-1), DT ij (h)} is product by the recent h times interaction processes of the subject of trust e i and the object of trust e j . Where DT ij (k) means the trust degree of the k-th interaction, DT ij (k) ∈[0,1], k=1, 2,…, h The data of trust evaluation is ordered by the chronological of interaction, DT ij (1) indicates an interaction which relative long from now., DT ij (h) represents the most recent one from now, the trust degree of e i to e j is:
where w(k) is the weight of trust evaluation DT ij (k) which is produced at the k-th interaction, and meets w(k) ≥ 0 (k=1, 2,
CW j is the reputation of the object of trust e j .
In the algorithm, we use w (k) (k = 1, 2, ..., h) to make reasonable weighted about the direct trust which is produced in the interaction of two agent in different periods. The weight sequence {w(k)} (k=1, 2, …, h) is a function of time and changing over time. It also reflects the dynamic of trust relationship. {w(k)} (k=1, 2, …, h) is an increasing time sequence and meets the social psychology characteristics of trust relationship which also means people always give greater weight when new interaction occurs, and reflects the property that the trust relationship changes over time and dynamic attenuation at the same time (That is, the longer the interval, the smaller the contribution of the previous trust value can judge the trust relationship at now).
Obviously, the key of the algorithm is to determine the trust DT ij (k) which is produced by the k-th interaction of the subject of trust e i and the object of trust e j . In order to make the weight sequence {w(k)} (k=1, 2, …, h) more effective, it uses the minimum variance model to determine the weight vector time sequence [19] to determine the weight vector of time sequence {w(k)} (k=1, 2, …, h), and gain the weight of minimum variance of time sequence [20] .
First, calculating the variance of time sequence weight {w(k)} (k=1, 2, …, h):
Then use the operator of fuzzy set orness measurements as the constraint condition [21] and obtains the minimum variance time sequence weight, establishes the mathematical programming model that has constraint [19] :
Structuring Lagrange function and solving this model:
where, 1 ! and 2 ! are the parameters of Lagrange function.
The partial derivative of L(w, ! 1 , ! 2 ) on w(k) (k=1, 2, …, h) and the parameters 1 ! and 2 ! of Lagrange is:
where:
For any k, w(k) ! 0 , simplify this, that is:
the formula (3) has set up.
In the other words, we could get the weight of the time sequence w(k) (k=1, 2, …, h) under the constraint condition that is formula (4), and satisfying
Then we make further discussion about formula (2). For formula (2) the derivative with respect to k:
is strictly monotone increasing function of k and combines formula (4):
So w(k+1) > w(k), k=1,2,…,h-1, the sequence {w(k)} is monotone increasing sequence, and the bigger k the greater the value of w (k) is.
Thus, under the constraint condition of formula (5), we could get the weight of monotone increasing sequence for formula (2) {w(k)} (k=1, 2, …, h), and we could obtain the interaction of direct trust if we take {w(k)} into formula (1).
THE VALIDITY ANALYSIS OF THE MODEL
Stability
From the perspective of social psychology and behavioral science, the evolution of the trust relationship is caused by the trust insufficient cognition of the subject to the object, especially in the initial interactive stage, the single trust sub-ject has great randomness on the cognition of the object, the present trust relationship has uncontrolled ambiguity and randomness. However, most subject have regular cognition on the object. Along with the increase of the interaction times, the trust of the agent to the object will ultimately tend to a stable value and this value is creditworthiness.
Definition 3: (Creditworthiness)
Creditworthiness is an inherent property of the agent and the trust degree of this agent is the external performance for most agents. CW j is the creditworthiness of agent j and CW j ∈[0,1].
Although creditworthiness is the inherent attribute of an agent and is objective existence, but to get the creditworthiness of an agent is almost impossible. The trust degree of the subject of trust for the object of trust is the external performance of inner creditworthiness of the object of trust. In other words, the creditworthiness of the object is manifested through the long-term interaction with a large number of subjects.
Deviation is defined to describe the stability of trust degree.
Definition 4: (Deviation)
The trust evaluation data set DT is produced by the h times interaction process of the subject of trust to the object of trust and it is definition are as same as definition 2. Now sorting the data in DT from small to large and forming new sequence, so:
in above formula, n=1,2,…,h-1. Data deviation of trust evaluation is defined as follows:
Obvious, when ! n smaller is, the data distribution is close, and when ! n greater is, the data distribution is loose. If we use max n ! n (n = 1, 2,L, h "1) to show the distribution of the deviation of the set DT, the trust degree of subject to object will tend to be stable gradually with the increasing number of interaction and the participation of more agents according to the above analysis, so:
meanwhile:
In formula, m means the number of interaction, and m=1,2,3,…. Formula (6) and formula (7) indicates, with the increasing of the number of interaction, DT ij will become stability and trust degree eventually converges to creditworthiness within a certain duration and scope. So according to the above analysis, the following statement is true.
Proposition 1.
The trust degree is stable and eventually convergence to creditworthiness.
Availability
The complexity of trust relationship is decided by incomplete cognition among the agents, and it is showed when the trust relationship is always in a dynamic evolution process. The key of modeling is that it can reflect the dynamic evolution and re-evaluate the dynamic evolution with the change in time and context. In order to better improve the efficiency of decision in the field of natural language decision, Yager [22] introduce the Ordered Weighted Averaging (OWA). Two fuzzy measurement the orness measurement and andness measurement are proposed based on the OWA. Where, the orness measurement regards as the positive attitude of decider [23, 24] . It is the subjective decision factor for OWA. Under this measuremet level, the trust relationship can be modeled better.
(1) Under the constraint condition of orness measurement level α, the time weight sequence {w(k)} (k=1, 2, …, h) by the minimum variance model (formula (2))obtained is monotone increasing if the condition of formula (5) is satisfied. By which, the new interactive behavior can obtain bigger weight when the direct trust relationship is judged is ensured. Simultaneously, the attribute of the trust relationship is decay with the time-varying is reflected.
(2) In the constraint condition of formula (5), the different distribution of weight sequence {w(k)} (k=1, 2, …, h) can be computed by the different orness measurement level αvalues. It is convenient for the flexible selection in dynamic environment. Fig. (1) describe the distribution of time weight sequence w(k) (k=1, 2, …, 10), when h is 10, the values of minimum variance model is obtained when the constraint condition of orness measurement level α satisfy the condition of formula (5) .   Fig. (1) . The distribution of time weight sequence is computed by minimum variance model. ( 3) The relationship of weight sequence {w(k)} (k=1, 2, …, h) is:
So, the sequence {w(k)} (k=1, 2, …, h) is a increment arithmetic sequence. For certain α and h, the adjacent weight coefficients are equal and have nothing to do with k. The iteration process is not complex and easy to calculate. It has good linear characteristic.
From the above analysis, the appropriate weight sequence {w(k)} (k=1, 2, …, h) can be computed by the appropriate α is selected. It can effectively control the emphasis for historical evidence. It can reflect the good dynamically adaptive capacity and scalability of model. It completely accords with grasp for the nature of trust relationship. Consequently, the following proposition is true. Proposition 2. The direct trust aggregation algorithm which is decided by formula (1), formula (2) and formula (5) is effective for the evaluation of trust.
SIMULATION EXPERIMENT AND RESULTS
The Process of Simulation Experiment and the Result
This paper proposes a direct trust aggregation algorithm which is simple and effective. From the simulation experiment, it can be showed that the algorithm is a good way to modeling for the trust relationship of direct interaction between the agents and has good mathematical property.
In the modeling experiment, the NetLogo [25] platform was accepted to realize direct interaction between agents. NetLogo is a programmable modeling environment for simulating natural and social phenomena. NetLogo is particularly well suited for modeling complex systems developing over time. In order to verify the validity and the stability of the model, the experiment is simplified. Two agents are set. One agent is a subject of trust, denoted by E i . Another agent is an object of trust, denoted by E j . E j (request) to E i (service) interactive requests (create links). E i judges the trust of E j . If the trust is available (the threshold of this paper is 0.7,), the creation of links can be allowed and completed (the interaction is set up), otherwise refuse it (the subject of trust does not trust the object of trust, the request of service is refused).
In the combinations of different data (five set of trust historical evaluation data and three values of α), 15 rounds in all are completed, and every round loop 20 times to simulate the direct trust calculation results and interaction behavior under different historical data records. From three experiment results which include succeed interaction and failed interaction to show the related conclusions. Before the experiment, the data of this experiment needed is provided.
The major parameters are listed in Table 1 .
In Table 2 , there are 3 sets data, each set include 10 trust historical evaluation simulation data which is obtained by random-float. Let random-seed is 1 and round to four decimal places. For the data set (one), there are ten sorts of random data which range is between 0.7000 and 0.9999. The ten sorts of data which are greater than 0.7000 are selected to simulate the subject of trust to evaluate by trust the object of trust last 10 times and to show the completion of interaction. For the data set (two), there are ten sorts of random data which range is between 0.5500 and 0.8500. The ten sorts of data are selected to simulate the phenomenon which include the variance of data is smaller and the interaction is failing. The time of completion of interaction is 4 and the time of failing interaction is 6. For the data set (three), there are ten sorts of random data which range is between 0.2500 and 0.9500. The ten sorts of random data are selected to simulate the phenomenon which include the variance of data is greater and the interaction is failing. The time of completion of interaction is 5 and the time of failing interaction is 5.
Select three sets of data in the Table 2 to do the experiment. Assume orness measurement level α is 10/27, Loop computations 20 times, the earliest data are substituted for the new data which are computed each loop. Figs. (2-4) show the distribution trend of 20 times aggregation in three experiments. It can be visually seen that the direct trust degree after the aggregation gradually converges to the stability of a smaller range with the increasing of the number of interactions. From the experiment (one), it is easy to know that all the directed links between E i and E j can be built successfully. In the experiment (two) and experiment (three) all the directed links between E i and E j are not built successfully, because the trust degree of subject to object is lower.
Comparing the Fig. (2-4) , it can be seen that the data distributions after aggregation are all complex no matter small or large the variance of the historical data is. It is impossible to predict the historical record distribution of the trust degree. No matter how the distribution of the historical data is, the trust degree always converges to the stability in a small range in the case of interactions increase gradually.
The Analysis of Experimental Results
The two propositions which are proposed above are validated clearly by the above simulation experiments. Actually, in every simulation experiments, when the loop time is the (h+1)th, the new computed trust is substitute for the previous Fig. (2) . The distribution trend of the simulation experiment (one) result of 20 times aggregation. data. The trust converges to the reputation of the agent with each aggregation. Until the interaction time is greater than h+2, the direct trust of the agent tends to be stable and converges to reputation.
The direct trust degrees which are computed by the simulation experiment (one) in the 20 times interaction are listed in Table 3 . Fig. (2) and Table 3 , it is known that the direct trust underwent several aggregate (
From the
) before it converges to a constant gradually. The constant can be a reputation estimation of agent. Consequently, the following inference can be derived.
Inference: in the process of multiple interactions, the trust degree which is the subject of trust e i for the object of trust e j converges to the reputation of the object gradually. The formula of the reputation is:
In this case, the orness measurement level α=10/27 and the trust historical evaluation simulation data (one) are selected. The reputation CW j = 0.8622 of the object of trust E j (1) can be computed by the formula (8) . Furthermore, The reputation CW j = 0.8616 of the object of trust E j (1) can be computed based on the orness measurement level α=10/27 and the trust historical evaluation simulation data (one) are selected. Through several experiments, it can be found that the impact of α on the reputation CW j is small when the historical evaluation data are same, the inherent reputation of the object of trust E j essentially unchanged.
On the contrary, the reputation CW j = 0.6680 of the object of trust E j can be computed based on the orness measurement level α=10/27 and the trust historical evaluation simulation data (two) are selected. Furthermore, the reputation CW j = 0.6459 of the object of trust E j can be computed based on the orness measurement level α=10/27 and the trust historical evaluation simulation data (three) are selected. It can be found that the inner trust degree of different objects is presented after the aggregation of different historical trust records.
Above all, from the simulation experiment (show as Figs.  (2-4) ), it can be clearly found that the trust degree of the subject of agent for the object of agent becomes stable gradually by the increase of interactions, namely the formula (6) and formula (7) are correct.
CONCLUSION
The direct trust relationship is the basis of the trust relationship between agents. The direct trust of each agent is the basis of obtaining the indirect trust of the subject of agent for the object of agent. Consequently, the recommended result will be error if there is not the direct trust. Based on the direct interaction process and direct trust relationship between agents, this paper studies some characteristics of the trust relationship between agents. The direct trust aggregation algorithm which is constrained by the fuzzy integration operator orness measurement level α based on the minimum variance time sequence weight is proposed. The impact of time sequence weight on the algorithm and the result has been discussed in detail. It can be found that the algorithm is simple and effective and has well convergence and expansibility from the experiment.
Certainly, the problem of this paper studied which is the direct trust relationship between agents and cannot show the indirect recommendation trust and global trust degree. Consequently, the next works are further understanding the problems which include the relevant property of the dynamic trust relationship, the essential attributes of the trust and reasonable measurement. On the basis of which, the adapting problem of the global trust relationship between agents and trust management can be further studied in the complex environment. 
